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Part-A

Answer any four questions. Each question carries 2 weightage.

. Illustrate stream cipher structure with figure.

. Explain secure hash function and its requirements.

Describe Public-Key Certificates.

Describe Federated Identity Management.

Explain ESP Packet format with neat figure.
Explain Distributed Intrusion Detection technique.

Explain firewall characteristics.
(4 x 2 =8 Weightage)
Part-B

Answer any four questions. Each question carries 3 weightage.
Explain security attacks with neat figures.
Discuss AES briefly.
Describe CCM mode of operation.
Explain Diffie-Hellman Key Exchange.
Discuss SSL Record Protocol and Change Cipher Spec Protocol.
Explain applications, services and benefits of [Psec.

Describe VPN.
(4 x 3 =12 Weightage)
Part-C

Answer any fwo questions. Each question carries 5 weightage.
Summarize Fiestel Cipher Structure.
[Nlustrate Kerberos version 4 in detail.

Explain how TLS makes use of pseudorandom function.



18. Illustrate Worms and Viruses in detail.

(2 x5 =10 Weightage)
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